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Cyberbullyingin pre-adolescence - reality of a city in northern Portugal

Cyberbullying na pré-adolescéncia - realidade de um concelho do norte de Portugal
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ABSTRACT

Introduction: The rapid evolution of communication technologies has enabled easy and premature access for children and young people to
social networks, the internet, and smartphones. The indiscriminate use of these technologies has led to the emergence of cyberbullying. The
objective was to analyse the prevalence of cyberbullying and the most frequent forms involved in this age group.

Methods: A cross-sectional observational study was conducted through anonymous questionnaires distributed in primary schools (2nd and
3rd cycles) in the municipality.

Results: The study included 482 students, with a median age of 12 years (9-15 years), and a similar gender distribution (55% female, 45%
male). Regarding the daily screen time, 20.5% reported spending less than 1 hour, 47.7% between 1 to 3 hours, while 31.1% spent more than
3 hours per day. The prevalence of cyberbullying in the studied sample was 30.9%, with 34.9% of them admitting to being victims in the last
3 months, with only 50% requesting help. The most reported type of cyberbullying was being excluded from a chat or social network. In the
subsample of children who experienced cyberbullying, a statistically significant relationship was found between victimization and being fe-
male (p-value 0.046) and between victimization and being an aggressor (p-value <0.001).

Conclusion: According to this study, the exposure to digital technology in this age group is practically universal, with a cyberbullying preva-
lence of around 31%. This alarming victimization rate occurs during a crucial phase of the child’s social and emotional development.

Keywords: childhood; cyberbullying; pre-adolescence; social networks

RESUMO

Introdugdo: A rdpida evolugdo das tecnologias de comunicagdo possibilitou um facil e prematuro acesso de criangas e jovens a redes sociais,
internet e smartphones. O uso indiscriminado destas tecnologias levou ao aparecimento do cyberbullying. O objetivo foi analisar a prevalén-
cia de cyberbullying e as formas mais frequentes implicadas nesta faixa.

Meétodos: Estudo observacional transversal, obtido através de questionarios anonimos distribuidos em escolas do 22 e 32 ciclo do ensino
bésico do concelho.

Resultados: De uma amostra de 482 alunos, as idades distribuiram-se entre os 9 e os 15 anos, com a mediana de 12 anos e uma proporgao
semelhante entre géneros (55% feminino; 45% masculino). Quanto ao tempo didrio dispensado no ecrd, 20,5% respondeu passar menos de
1 hora, 47,7% entre 1 a 3 horas, enquanto 31,1% mais de 3 horas por dia. A prevaléncia de cyberbullying da amostra estudada foi de 30,9%,
sendo que 34,9% dos mesmos assumem ter sido vitimas nos ultimos 3 meses, sendo que apenas 50% solicitaram ajuda. A tipologia mais as-
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sinalada foi ter sido excluido de algum chat ou rede social. Na subamostra de criangas que sofreram de cyberbullying, obteve-se uma relagdo

estatisticamente significativa entre a vitimizagdo e ser do sexo feminino (p-value 0,046) e entre a vitimizagdo e ser agressor (p-value < 0,001).

Conclusdo: Segundo este estudo, a exposi¢ao a tecnologia digital nesta faixa etdria é praticamente universal, sendo que a prevaléncia de

cyberbulling foi de cerca 31%, um valor alarmante de vitimizagdo numa fase crucial de desenvolvimento social e emocional da crianga.

Palavras-chave: cyberbullying; infancia; pré-adolescéncia; redes sociais

INTRODUCTION

The rapid evolution of communication technologies has enabled
children and young people to access social media, the internet, and
smartphones at an early age. The use of these technologies to vent
frustrations and aggressions has led to the emergence of the term
cyberbullying,” which is defined as a type of intentional and repeat-
ed aggression occurring in an electronic or digital context.® Although
bullying and cyberbullying are related, it is known that cyberbullying
on its own has a significant emotional impact on children, some-
times surpassing the effects of traditional bullying.® The potential
anonymity of the perpetrator, the large audience reach, the difficulty
in disconnecting from the social world, and the lack of face-to-face
contact, all characterise cyberbullying.®

Cyberbullying has thus become a phenomenon of increasing impor-
tance globally, occurring across different age groups.® The most com-
mon forms of cyberbullying are manifested through mobile phones
(calls, text messages, videos, or images) and the internet (emails,
chat rooms, messages, websites, social media, etc.). It is estimated
that 95% of American teenagers use the internet, and of these, 81%
have social media accounts.®

Hashemi differentiates cyberbullying from traditional bullying, sug-
gesting that cyberbullies can intimidate a large number of victims
simultaneously in a short time, potentially leaving lasting memories,
also known as digital footprints.®

Cyberbullying takes various forms in different situations. For ex-
ample, "flaming" occurs when a perpetrator uses offensive and vi-
olent language during online communication, and "trolling" involves
provoking a person or group in a humorous but degrading manner.
“Defamation” involves spreading malicious information to damage
a victim's reputation. "Masquerading" is pretending to be someone
else, usually the victim. Some other modern forms of cyberbullying
include "outing" and "cyberstalking".”

In the digital environment, aggression can occur with or without the
specific intent of the perpetrator to make it repetitive or targeted at a
less powerful victim. For example, a single online comment by a user
can easily be spread beyond the initial post.®

Several factors, such as a lack of peer support, emotional intelli-
gence, violent behaviour, substance use, and access to social media

and the internet, can influence the association between cyberbully-
ing victimisation and various types of mental health disorders. Ad-
ditionally, the increased prevalence of cyberbullying victimisation
among female adolescents, leading to mental health issues and sui-
cidal ideation, is reported in several studies.®”

Most studies involving cyberbullying have been conducted with ad-
olescents and secondary school students, assuming a later onset of
access to social media and the internet. However, it is estimated that
in 2016, 90.6% and 93.1% of children aged 10 and 11, respectively,
were already internet users.® The indiscriminate use of social media
by young people who are still in a stage of social and emotional de-
velopment is concerning.”) Chronic victimisation from early adoles-
cence can be particularly alarming, potentially increasing the risk of
further victimisation episodes and psychological problems.®

Thus, this research study was motivated by the need to conduct
studies with younger children to analyse the prevalence of cyber-
bullying in this age group and to tailor intervention and prevention
strategies accordingly.

The primary objective of this study was to analyse the prevalence of
cyberbullying among children in the second and third cycles of basic
education in schools within the city of Vizela. The investigation aimed
to determine the most frequently implicated forms of cyberbullying
in this age group and to explore the nature of behaviours related to
cyberbullying from the perspectives of the perpetrator, the victim,
and the bystander.

METHODS

A cross-sectional observational study was conducted, with descrip-
tive analysis of data collected through questionnaires distributed in
second and third cycle basic education schools in the municipality of
Vizela (Appendix A).

The study population included all young people attending the sec-
ond and third cycles of basic education at schools in Vizela — Agru-
pamento de Escolas de Caldas de Vizela and Agrupamento de Escolas
de Infias —during the 2022/2023 academic year.

Consent was obtained from a legal representative to participate in
the study, through the signing of the Informed Consent Form (Appen-
dix B) distributed beforehand. Children and pre-adolescents without
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Informed Consent or without permission to participate in the study
were excluded.

An initial session was held to inform teaching and non-teaching
staff about the current landscape of cyberbullying and the study’s
objectives in determining the prevalence of this phenomenon (and
its characteristics), which could help develop future preventive strat-
egies. The study design and methodology were explained, and the
Informed Consent Forms authorising participation in the study were
handed over to the respective Class Directors. During a second vis-
it to the schools, the researchers collected the Informed Consent
Forms and distributed the questionnaires (Appendix A) to students
who met the inclusion criteria.

To ensure maximum confidentiality, the questionnaires were anon-
ymous, and students were instructed not to include any identifying
information when completing them.

The researchers defined the following study variables: age; gen-
der (male/female); time (in hours) spent on a mobile phone/tablet;
and the cyberbullying questionnaire. This questionnaire included an
adaptation of the Cybervictimisation Questionnaire,® specifically
designed for this purpose, which was later subjected to a pre-test
that revealed easy understanding of the responses. The researchers
chose to remove some items from the original version of the ques-

GENDER

Female
55%

Figure 1 - Distribution of the sample between gender

only 1% responding negatively to this question (Figure 3).

Students were classified as victims of cyberbullying if they scored on
at least one of the items corresponding to the categories described
in the Cybervictimisation Questionnaire.* Thus, the recorded prev-
alence in this sample was 30.9%, representing 149 students, with
34.9% of them reporting being victims within the last three months.
The most frequently reported forms of cyberbullying in this popula-
tion were: “l was removed from or simply not allowed to enter a chat
or social network frequented by my friends” (47%), “I received calls
or messages with insults or to make fun of me” (42%), and “Someone

tionnaire and add new questions to assess the perspectives of the
perpetrator and the bystander.

The collected data were recorded and subjected to statistical analy-
sis using the SPSS® v22.0 (Statistical Package for the Social Sciences,
Chicago, Illinois, USA) software and Microsoft Excel® 2016. Pearson
chi-square tests were conducted between the variables, with the
authors setting statistical significance for p-values (test probability

values) below 0.05.

RESULTS

The study included a population of 1,235 students enrolled in the
second and third cycle school during the 2022/2023 academic year.
Out of these students, only 482 met the inclusion criteria defined by
the researchers to participate in the study. From the sample of 482
students, ages ranged from 9 to 15 years, with a median age of 12
years, and a similar gender distribution—55% female and 45% male
(Figure 1). Regarding daily screen time, 20.5% reported spending less
than 1 hour, 47.7% between 1 and 3 hours, while 31.1% spent more
than 3 hours per day (Figure 2).

The vast majority reported having easy access to the internet, with

SCREEN TIME

<1 hour
20%

4 g 1-3 hours
48%

Figure 2 - Characterization of the sample in terms of screen time

took photos or filmed me without my consent, later posting them
online or sharing them via mobile phone” (35%).

In this study, a statistically significant higher prevalence of female
victims was observed (61.8% were female, p = 0.046; 38.2% were
male). Only 50% of the victims sought help, with 61% of those be-
ing female. Most requests for help were directed towards parents
(53.4%) and friends (51.9%), followed by teachers (21.8%), other
school professionals (8.3%), and other family members.

Potential “bullies” were identified as students who responded af-
firmatively to the question: “Have you ever posted a comment or



photo online that could cause discomfort to another person?” (3.3%),
with a median age of 12 years and a similar gender distribution. De-
spite this, 34.4% of respondents admitted to having witnessed cy-
berbullying. Of those witnesses, 77% reported the incident, with
females again being more likely to report these behaviours (59.5%
vs 40.5%). A statistically significant association was found between
having previous experiences of cyberbullying as a victim and current
behaviour as a perpetrator (70.6% of aggressors had been victims, p

<0.001).

WEB ACCESSIBILITY

Yes
99%

Figure 3 - Characterization of the sample regarding web accessibility

Others (Tiktok, Twitter, Youtube, mobile phone, Discord)
7%

Snapchat
1%

,Facebook
10%

WhatsApp
31%

Instagram
38%

Online Games
13%

Figure 4 - Distribution of the most used digital platforms for the prac-
tice of Cyberbullying

Regarding the digital spaces where these aggressions occur, Ins-
tagram was the most frequently mentioned platform, followed by
WhatsApp (Figure 4). The most commonly identified reason by stu-
dents for acts of cyberbullying was "Jealousy" (55.4%), with "Discrim-
ination" and "Entertaining others" also highlighted as causes.

In the subsample of students who experienced cyberbullying, the
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percentage of aggressors was considerably higher compared to stu-
dents who had never been exposed to it, with a statistically signifi-
cant relationship (8.1% vs 2.4%, p < 0.001).

DISCUSSION

Adolescence is a transitional period between childhood and adult-
hood, characterized by distinctive life-cycle traits, during which sig-
nificant biological, cognitive, and psychosocial changes occur. The
World Health Organization (WHO) defines pre-adolescence as the
period between 10 and 14 years of age, corresponding to the second
and third cycles of Portuguese schooling (years 5 to 9).

As observed in this study, exposure to digital technology in this age
group is almost universal (98.8%), with a cyberbullying prevalence
of around 31%, an alarming rate of victimization at a crucial stage
of social, psychological, and emotional development. Unlike face-to-
face bullying, which is more prevalent among males,*? this research,
similar to the existing literature, documents a higher prevalence of
cyberbullying among females, with a statistically significant relation-
ship (p = 0.046).

Regarding the most frequently reported forms of digital aggression
in this age group, "ostracism/exclusion," the act of intentionally ex-
cluding others from an online group, stands out, followed by "flam-
ing" or "roasting," which involves a personal and direct attack with
insulting, destructive, and mocking messages in a forum or social
group.?

In line with current evidence, this study also highlights the predom-
inance of females as the population group most frequently reporting
and seeking help, both as witnesses and victims. Despite this, about
50% of victims do not seek help from an adult, which can lead to a
cycle of uncontrolled and irrational violence, with damaging effects
on the child's self-esteem and self-determination.

As witnesses, most of the pre-adolescents in the study sample re-
ported and sought help (77%), with parents and school professionals
being the most frequently involved parties.

The investigation also revealed that victims are more likely to be-
come aggressors than children who have never been exposed to cy-
berbullying, with the relationship between aggressors and victimiza-
tion being statistically significant (p < 0.001).

Rice et al. correlate increased screen time with a higher risk of cy-
bervictimization; however, the researchers in this study did not find a
statistically significant relationship between accessibility and screen
time with the degree of victimization.

Overall, cyberbullying can have a profound emotional impact on in-
dividuals, often independent of traditional forms of bullying.® This
underscores the need for comprehensive strategies to address and
prevent cyberbullying, as well as support systems for those who have
experienced it.

Being a target of bullying during adolescence is considered a glob-
al public health issue related to the psychological development of
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adolescents, which often persists into adulthood. Multiple studies
document that adolescents victimized by their friends or peers are at
greater risk of mental health problems, including lower self-esteem,
feelings of loneliness, depression, suicidal ideation, self-harm, and
aggression towards others.®

A multidimensional approach involving various stakeholders is nec-
essary to reduce cyberbullying. At the school level, policies should
be developed and implemented to ensure a safe school environment
with mental health services available on-site or through appropriate
referral systems for both victimized students and aggressors.®

Studies are needed to analyse the relationships between victims
and aggressors and the long-term consequences of cyberbullying for
both parties involved. Ongoing research is required to keep pace with
the evolution of cyberbullying in the context of constantly chang-
ing digital apps and technological platforms. Qualitative research is
needed to provide a deeper understanding of the context, content,
and effects of cyberbullying. Interventions mediated through digi-
tal channels are especially promising as they can leverage the rapid
increase in technology use among young people and be delivered
through the same platforms where cyberbullying occurs.®

There are three important limitations in this study that should be
highlighted and discussed. First, as a cross-sectional study, it cannot
establish causal relationships. Additionally, the sample includes only
one geographic area from a single municipality, which may limit and
influence the extrapolation of results to the national population.
Lastly, the inability to characterize the population not included in this
study (due to the lack of legal guardian consent) may underestimate
the actual prevalence of cyberbullying, as potential victims, aggres-
sors, or witnesses may not have been included in this study.

CONCLUSION

Current evidence shows significant variations in the prevalence of
cyberbullying; however, increased accessibility to digital media has
led to growing exposure to victimization at increasingly younger ages.

Technological globalization makes cyberbullying an issue that ex-
ceeds the limits of traditional bullying, with serious implications for
public health. This study identified a high prevalence of cyberbullying
and raised awareness of certain concerning situations, such as the
high risk of victims potentially becoming future aggressors and the
fact that only half of the victims report the violence they experience.

The lack of scientific information on this issue in Portugal highlights
the urgent need for further research to develop effective preventive
measures in the near future.
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Questionario do Cyberbullying
Idade:
Sexp: Mssculino O Feminino O
Comportamentos nos Gltimos 6 meses:
Cuanto tempo passas por dia no telemoweltablet’PC?
=th O 1h-3h0O #3100
Tens acesso facil a internet?
SimO HNizO
SIM NAO
*  alguém se fez passar por mim online, pubBcando coisas em meu nome. [
*  alguém me tirou fotos ou flmou sem o meu consentiments, tendo posterio rmente publicad o onfine ou difundido através do G
telemdvel,
» Fui removido ou simplesmente n3o me deixaram entrar em alguma chatou rede sodd frequentad a pelos meus amigos. o o
- Recebi chamadas ou menssgens com insultos ou para gozar comigo. o o
#  Gozamm comigo através de comentanios insultuosos nas redes sodais, o o
- Alguém esteve a bater-me enquanto cutros me fmavam e depois partiharam nas redes sodais. o o
. Alguém se fez passar por mim no Focebook, Instogram ou outra rede sodal, criando um perfil falso, com inteng3o de gozar o o
COmiZo.
*  alguém me pressionou para fazeralgo que nio queria, ameagando-me com adivulzgacio de conversas ou fotos intimas. o o
»  Obrigaram-me a fazer alzo humihante e filmaram, e depois divul garam apenas para gozar comigo. o o
» Recebi chamadas anonimas a ameagar-me, o o
» Publicaram rumares falsos sobre mim em alguma rede social. o o
*  alguma das situagies adma referidas ocomeu nos dtimes 3 meses? o o
#  Ondeacontecem a maiona das situages acima referidas?
Faoshook O istagram O Jogosonfne O whatsmpp O Snapchst Outros O Quas?
- Publicaste online algum comentaric ou foto que pudesse causardesconforte noutra pessoa? o o

*  Quaspensas serem os motivos para slguém maltmtar dguém straves daintem et ou de outras tecn oo gias?

Divertir oz outros O Castiger O Decimmar O Invejz O Wingangs

#  Alzuma vez presenciaste um dos compo reamentes adm a descritos?
*  Naazltura falaste com alguém?
Se sim, quem?

Outros O Quem?

Pas 0 Professor O Amigos O Cutros profssionak escolwres O Profesionsi desaide O
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